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1. OCHOBHBIE TPEBOBAHUA KOMIIETEHIIUHN
1.1. OBIIME CBEJEHUSA O TPEBOBAHUAX KOMIIETEHIIUHN

TpeboBanus KOMITETEHIIUH (TK) «CeteBoe 51 CHUCTEMHOE

aJIMUHHCTPUPOBAHHUE)» OMPEIEISIIOT 3HAHUSA, YMEHUS, HABBIKK U TPYJOBbIe (DYHKIINH,
KOTOpBIE JIE)KaT B OCHOBE HamOojee akTyaJdbHbIX TpeOoBaHMU paboTonaTenei
OTpaciu.

[lenbto COpeBHOBAHUM IO KOMIIETEHIUH SBJISETCS JEMOHCTpALUS JIYUIINX
NPAKTUK U BBICOKOTO YPOBHS BBINOJHEHUS pabOThI [0 COOTBETCTBYIOIIEH paboueit
CHENMATBFHOCTH WIH TTpodeccuu.

TpeboBaHus KOMIIETEHIIMU SBJSIOTCS PYKOBOACTBOM JUIsl TOJTOTOBKH
KOHKYPEHTOCIIOCOOHBIX, BBICOKOKBATM(UIMPOBAHHBIX CHEIUAIUCTOB / pabouyux u
Y4acTHsI UX B KOHKYpcax Npo¢ecCHuOHAIbHOIO MaCTEPCTBA.

B copeBHOBaHUAX MO KOMIETEHIMM NPOBEPKA 3HAHWM, YMEHHil, HaBBIKOB U
TPYJIOBbIX  (DYHKIMII  OCYIIECTBISIETCS  IMOCPEJACTBOM  OLICHKHM  BBINIOJHEHHUS
MPAKTUYECKON PabOTHI.

TpeboBaHus KOMIIETEHLMHU pa3/eieHbl HAa YETKHE paslieibl ¢ HOMEpaMu U
3aroJIOBKaMu, Ka)KJOMY pa3/ielly Ha3HayeH IpOLEHT OTHOCUTEIbHOM Ba)KHOCTH,

cymMa KoTophsix coctasiisieT 100.

1.2. HEPEYEHDb [TIPO®ECCUOHAJIBHBIX 3AIAY CIIEHHUAJIUCTA 11O

KOMIIETEHI U «CeTeBoe U CHCTEMHOE A[IMUHUCTPUPOBAHUE»

Iepeuenv 6u008 npogeccuoHanbHOl OeamenbHOCMU, YMEeHUll U 3HAHULL U NPODecCUOHANbHBIX MPYO008blX DYHKYUL
cneyuanucma (uz @IOC/IC/ETKC..) u 6asupyemcsi Ha mpebOSAHUSX COBPEMEHHO20 DPbIHKA mMpyod K OAHHOMY
cneyuanucmy

Tabauya Nel
Ilepeyennb nmpodeccHOHAIBHBIX 32/1a4 CIIEHUATHCTA
1 | BeimosHenwe paOOT TO BBISIBICHUIO UM YCTPAHEHUIO 25
WHIIUJCHTOB B  WHGOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX
cUcTeMax

- CrienmmaiucT NOJDKEH 3HATh U IIOHUMATh:
JIntieH3noHHEBIE TpeOOBaAHUS o HACTPOMKE u




IKCIUTyaTaIlH yCTaHAaBIUBAEMOTO IPOrpPaMMHOTO
o0ecrnieueHus

OcHOBBI ApPXUTEKTYPBHI, yCTpoiicTBa u
(GYHKIIMOHUPOBAHUS BEIYUCITUTEIBHBIX CUCTEM
[TpuHLIMIIBI OpraHW3allMU, COCTaB W CXEMbl pPabOTHI
OTEpaIMOHHBIX CUCTEM

CranaapTsl HH)OPMALIMOHHOTO B3aUMOJCHCTBUS CUCTEM
PernamenTsl mpoBeaeHUS TPOPUITAKTHUECKUX padOT Ha
aJIMUHUACTPHUPYEMOU UHGOPMAITMOHHO-
KOMMYHUKAIIUOHHOW CUCTEME

HNHCTpyKIMU 10 yCTaHOBKE aMUHUCTPUPYEMBIX CETEBBIX
YCTPOWCTB

WHCTpyKIIMM 1O  OSKCIUTyaTallid  aIMUHUCTPUPYEMBIX
CETEBBIX YCTPOMCTB

WHCTpyKUMM 1O  yCTaHOBKE  aJMMHUCTPUPYEMOIO
IPOrPaMMHOTO O0eCTIeueHUs

WHCTpyKIIMM 1O O3KCIUTyaTallud  aJMUHHACTPUPYEMOTO
IPOrpaMMHOT0 OOecTieueHust

TpebGoBaHus OXpaHbl TpyJa Mpu paboTe ¢ anmapaTHbIMHU,
IPOrpaMMHO-aIMapaTHEIMH U IPOrPaMMHBIMH
CpeIACTBaMH  aJIMUHUCTPUPYEMON  HMH(OpPMAIIOHHO-
KOMMYHHKAIIHOHHOM CHCTEMBI.

- CnenuayimcT JOJKEH YMETh:

NnentudunypoBath HMHIUMIASHTHI, BO3HHUKAIOIIUE IIPU
YCTAHOBKE IPOTPAMMHOT0 oOecTedyeHus, U NPUHUMATh
penieHue 00 U3MEHEHUH MPOIEYPhl YCTaHOBKHU
OueHuBaTh CTENEHb KPUTHUYHOCTH MHUMACHTOB IIpHU
paboTe MPHUKIATHOTO IMIPOTPaMMHOT0 00ecTICUeHUS
YcTpaHsaTh BOZHUKAIOIINE WHIUACHTHI

Jloxanu3oBaTh OTKa3 U MHUIIMUPOBATH KOPPEKTUPYIOIINE
JICUCTBUS

ITonw3oBaThCA HOPMAaTUBHO-TEXHUYECKOU
JTOKyMeHTalue B objactu HWHGOKOMMYHUKAIIMOHHBIX
TEeXHOJIOTHUH

[Ipou3BoauThH MOHUTOPHUHT aJIMUHUCTPUPYEMOI
HH(POPMAITMOHHO-KOMMYHHUKAITMOHHON CUCTEMBI
KondurypupoBarh omneparmoHHbIE CHCTEMBI CETEBBIX
YCTPOWCTB

[Tonp30BaThCs KOHTPOJIBHO-U3MEPUTEIBLHBIMU TPHOOPAMHU
Y anmnapaTrypou

JIoKyMeHTHpOBaTh YYETHYIO nH(popMaIuio 00

WCTI0JIb30BAHUH CETEBBIX pecypcoB COTJIACHO




YTBEPKJIECHHOMY IrpauKy

ObecnieueHre pabOThl TEXHUYECKMX M MPOTPAMMHBIX
cpencTB HHPOPMAITMOHHO-KOMMYHHKAITMOHHBIX CUCTEM

- CienuanucT A0JKEH 3HaTh U TIOHUMATh

Hcnonp30BaTh  COBPEMEHHBIE  METOJBl  KOHTPOJIS
MPOU3BOIUTEIILHOCTH nH(pOpMaITMOHHO-
KOMMYHHUKAIIMOHHON CHUCTEMBI; AHanM3upoBaTh
coobmieHnst 00 OmMOKax B CETEBbIX YCTPOMCTBaX U
OMEpAIlMOHHBIX cHcTeMaX; JIoKanu30BBIBaTH OTKa3 U
WHUIIMUPOBATh KOPPEKTUPYIOIIKE AeUcTBUS; [IpuMeHsTh
pOrpaMMHO-aIapaTHble CpeAcTBa JUIsl JUArHOCTUKH
OTKa30B M OIIMOOK CEeTeBbIX YCTpoHCTB; [IpumeHsTh
MITaTHBIE  MPOrpaMMHO-alNMapaTHbie  CpPeacTBa  JUIs
KOHTPOJISI MIPOU3BOIUTEILHOCTH CeTeBOM
UHOPACTPYKTYPHl HHPOPMAITMOHHO-KOMMYHHKAITMOHHOM
CUCTEMBI; [IpuMeHsTh BHEIIIHHE MpOrpaMMHO-
amnmnapaTHbIe CpeacTBa TUTSt KOHTPOJIS
MPOU3BOIUTEIILHOCTH ceTeBOi UHPPACTPYKTYpHI
MH()OPMAIIMOHHO-KOMMYHUKAIIMOHHON CUCTEMBI;

- CnenuamcT JOJKEH YMETh:

OO6mue npuHUOUNBI (PYHKIIMOHUPOBAHMS — allllapaTHBIX,
MPOTPAMMHBIX H  MPOTPAMMHO-AMIAPATHBIX  CPEACTB
aAMUHUCTPUPYEMON ceTH; APXHUTEKTypa amnmapaTHbIX,
IPOIPAMMHBIX U MPOTrPAMMHO-AIIAPATHBIX  CPEACTB
agMUHUCTpUpYyeMOU ceTu; MHCTpyKIIMKU 1O YCTaHOBKE
aIMUHUCTPUPYEMBIX CETEBBIX YCTPOUCTB; MHCTpyKIMU
[0  DJKCIUIyaTalluu  aJIMUHUCTPUPYEMBIX  CETEBBIX
YCTPOMCTB; NuCcTpyKIMu 1o YCTaHOBKE
aIMUHUCTPUPYEMOIO  IPOTPaMMHOI0  OOECIeUEeHUS,
NHCTpYyKIIMM TI0 3KCIUTyaTallud  aJIMUHUACTPUPYEMOTO
nporpaMmHoro obecreuenus; [IpoTokonsl KaHAIBHOTO,
CETEeBOr0, TPAHCIIOPTHOIO U NPHUKIAJAHOTO YPOBHEH
MOJIENIA B3aMMOJICMCTBUSI OTKPBITHIX cUCTEM; ba3oBas
ATaJOHHASI MOJEIb B3aWMOJICMCTBUSL OTKPBITBIX CUCTEM;
MexnyHapoiHbIE CTaHIAPThI JIOKAJIBHBIX
BBIYHMCIUTEIBHBIX ceTed; Momenn uHPpOpMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu «MHTepHETY»; PernaMeHTsl
IIPOBEECHNUS npOo(PHIAKTHYECKUX pabor Ha
aIMUHUCTPUPYEMOU nH(OPMAITMOHHO-
KOMMYHHKAIIUOHHOM CHUCTEME; YCTPOMCTBO M IPUHIMII
paboThl KaOeJNbHBIX M CETEBbIX aHanu3aropoB; CpenctBa
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rJIyOOKOT0 aHanusa uH(pOPMaIMOHHO-
KOMMYHHUKAIIUOHHON CHUCTEMBI; Metpuku
IIPOU3BOAUTEIBHOCTH aAMUHUCTPHUPYEMOM
MH(OPMAIMOHHO-KOMMYHHUKAIIMOHHON CUCTEMBI;
PernamenTsl npoBeaeHUs NPOPHIAKTHYECKMX padOT Ha
aJIMUHUCTPUPYEMOM uH(POPMAITMOHHO-
KOMMYHUKAIIMIOHHOW  cHucTeMe; TpeOOoBaHMsI OXpaHBI
TpyJa n1npu  paboTe C  CETeBOMl  ammapaTypoil
aJIMUHUCTPUPYEMOM UH(OPMAIMOHHO-
KOMMYHUKAIIMIOHHON CUCTEMBI;

Peanuzanus CXEMBI pPE3EpPBHOTO KOIUPOBAaHMS,
apXMBUPOBAaHUS U  BOCCTAHOBJIEHUS  KOH(UTypauui
TEXHUYECKUX U MPOTPaAaMMHBIX CPEICTB MHPOPMAIIMOHHO-
KOMMYHHMKAIIMOHHBIX CUCTEM I10 YTBEPKACHHBIM IIJIaHAM

- CnenuaucT JOJKEH 3HaTh U IOHUMATH:
OO0mue mnpuHIUIEI (YHKIIMOHUPOBAHMS AaNMapaTHBIX,
IPOIPAMMHBIX W MPOTrPAMMHO-AIIAPATHBIX  CPEACTB

aIMUHUCTPUPYEMOMU uH(pOpMaIIMOHHO-
KOMMYHHUKAIIMOHHON CHUCTEMBI; Apxurekrtypa
aIrmapaTHbIX, NPOTPAMMHBIX M ITPOTPAMMHO-ANNAPATHBIX
CPENCTB aIMUHUCTPUPYEMOU uH(OPMAIMOHHO-
KOMMYHUKAIIMOHHOM  cucTtembl;  MHCTpykKuMu 10
YCTAaHOBKE  QJIMUHHUCTPUPYEMBIX CETEBBIX YCTPOMCTB
nH(OPMAITMOHHO-KOMMYHHUKAIIMOHHON CHCTEMBI;
NHCTpyKIMM 110 3KCIUIyaTallMd aJIMUHUCTPUPYEMBIX
CETEBBIX YCTPOMCTB uH(pOpMaITMOHHO-
KOMMYHHUKAIIMOHHOM  cucTtembl;  MHCTpykumm 1o
YCTaHOBKE aIMHUHUCTPUPYEMOTO MIPOrpPaMMHOTO
obecrnieueHus; NucTpykumnn o DKCIUTyaTalluu

aMUHUCTPUPYEMOIO  IPOTPaMMHOr0  OOECIeUYeHUS,
IIpoTOKOJIBI KaHAIBHOIO, CETEBOr0, TPAHCIOPTHOTO U
MPUKIAJHOTO  YPOBHEM  MOJEIHM  B3aUMOJCHCTBUS
OTKPBITBIX  cucTeM; ba3oBass  3TajoHHasT  MOJENb
B3aUMOJICUCTBUS OTKPBITBIX CHUCTEM IS yIpaBIICHUS
ceTeBbIM  TpadukoMm; MexayHApOaHbIE  CTaHJAPTHI
JOKAIBHBIX  BBIYMCIWTEIIBHBIX  ceTed  PernameHTsl
MIPOBEJCHUS PO HIIaKTHIECKUX pabor Ha
aIMUHUCTPUPYEMOU nH(pOpMaIIMOHHO-
KOMMYHUKAIIMIOHHOM cucTeMme; TpeOOoBaHMS — OXpaHbI
Tpyna npu  paboTe C  CEeTeBOM  ammaparypoi
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aAMUHHACTPUPYEMOU UH(OPMAIMOHHO-
KOMMYHHUKAIIUOHHOW CUCTEMBI;

- CnenuayincT JOJKEH YMETh:

Hcnons30BaTh MpoOLEAYpPhl BOCCTAHOBJICHUS JaHHBIX;
OMpEeNeNATh TOYKA BOCCTAHOBJICHUS JTAHHBIX; pabOTaTh C
CepBEpaMU apXUBHUPOBAHUS M CPEACTBAMHU YIIPaBICHUS
onepalMoHHBIX cucteMm; Iloib30BaThCsi HOPMATHBHO-
TEXHUYCCKOU JIOKyMEHTaIuei B obnacTu
MH(POKOMMYHUKAIIMOHHBIX  TEXHOJIOTHH;  BBIMOIHATH
IJJAHOBOE apXWBUPOBAHUE MPOTPAMMHOTO OOECIECUCHUS
MOJIb30BATEIIbCKUX YCTPOUCTB COTIIACHO TPpaduKYy;

BHeceHne m3MeHEHUH B TEXHMYECKHME M IMPOTPAMMHBIE
cpeacTBa MHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM
10 YTBEPKIACHHOMY IJIaHy paboT

- CrieunanucT A0HKEeH 3HaTh U IOHUMATh:

Hcnonb30BaTh  COBPEMEHHBIE  METOJBI  KOHTPOJIA
IIPOU3BOAUTEIBHOCTH UH(POPMaLMOHHO-
KOMMYHHUKAIIMOHHOM CUCTEMBI; AHaIN3UPOBATH
coobOmieHust 00 OmMOKax B CETEBbIX YCTPOMCTBAX U
ONEpallMOHHBIX cucTemax; Jlokanu3oBBIBaTH OTKa3 H
VHHUIMHAPOBATh KOPpPEKTHUpYyroUue nencTBus; [IpumeHsTh
MIPOrpaMMHO-aNMNapaTHble CPEACTBA JUISl JTUATHOCTUKHU
OTKa30B M OHIMOOK CEeTeBbIX YCTpOMCTB; IIpumeHsTh
HITaTHBIE  NPOrpaMMHO-aNIapaTHble  CPEICTBA  JJIA
KOHTPOJIS IIPOU3BOAUTEIBHOCTH CETEBOM
UHQPACTPYKTYPhl HHPOPMALIMOHHO-KOMMYHHUKAIIMOHHOM
CUCTEMBI; [TpumeHsTh BHEIIIHUE IPOrpaMMHO-
anmnapaTHbIe CpelcTBa VIS KOHTPOJIS
IIPOU3BOAUTEIBHOCTH CETEBOM UHPPACTPYKTYPHI
MH(OPMAITMOHHO-KOMMYHUKAIIMOHHON CUCTEMBI;

- CrienuanucT A0JIKEH YMETh:

OOmue npUHIUIEI (YHKIIMOHUPOBAHMS amMapaTHBIX,
MPOrpaMMHBIX W IPOTrPaMMHO-AIMAPATHBIX  CPEACTB
aIMUHUCTPUPYEMOUN CETH; ApPXHUTEKTypa amnmnapaTHbIX,
MPOTPAMMHBIX W MPOTPAMMHO-AIIAPATHBIX  CPEACTB
agMUHUCTpUpyeMOou ceTu; WHCTpyKuMuM 10 yCTaHOBKE
aAMUHHACTPUPYEMBIX CETEBBIX YCTpPOWCTB; MHCTpyKIMU
M0  DJKCIUTyaTalluu  aJIMUHUCTPUPYEMBIX  CETEBBIX
YCTPOMCTB; NucTpyKImMun 1o YCTaHOBKE
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aIMUHUCTPUPYEMOIO  IPOTPaMMHOr0  OOECIeUeHUs,
NHCTpYyKIMM TI0 3KCIUTyaTallud  aJIMUHUACTPUPYEMOTO
nporpaMmHoro obtecreuenus; [IpoTokonbl KaHAIBHOTO,
CETEeBOT0, TPAHCIIOPTHOIO W NPHUKIAJAHOTO YpPOBHEH
MOJIENIA B3aMMOJICMCTBUSL OTKPBITBIX cHUCTEM; ba3oBas
ATaJOHHASI MOJENb B3aWMOJECUCTBUS OTKPBITBIX CUCTEM;
MexnyHapoiHbIe CTaHIapThI JIOKaJIbHBIX
BBIYUCIIUTENBHBIX ceTeil; Mogaenn wuHGOpPMaIMOHHO-
TEJICKOMMYHUKAIIMOHHOWN cetu «MHTepHeT»; PernaMenTsl
MIPOBEICHUS po(HIaKTHIECKIX pabor Ha
aIMHUHUCTPUPYEMOU uH(OPMAIMOHHO-
KOMMYHUKAIIMOHHON CHUCTEME; YCTPOWCTBO W TPUHLIMI
paboThl KaOeJbHBIX U CETEBbIX aHanu3atopos; CpencTsa
TJIyOOKOTO aHajau3a nH(OPMAITMOHHO-
KOMMYHHKAIIMUOHHOW CHUCTEMBI; Mertpuku
MIPOU3BOUTEIILHOCTH aIMUHUCTPUPYEMOU
MH()OPMAIIMOHHO-KOMMYHUKAIITMOHHOMN CHUCTEMBI;
PermamenTsl mpoBeaeHus NpodHIaKTHUYECKUX padOT Ha
aIMHUHUCTPUPYEMOU uH(OPMAIMOHHO-
KOMMYHHUKAIIMOHHOW  cucteme; TpeOoBaHUsS OXpaHbI
Tpyna npu  paboTe C  CEeTeBOMl  ammaparypoi
aIMUHUCTPUPYEMOU nH(OPMAITMOHHO-
KOMMYHHKAIIMUOHHOW CUCTEMBI;




1.3. TPEBOBAHUSA K CXEME OLIEHKH

CymMa 0amioB, MPUCYKIAEMBIX MO KaXKJIOMY aCMeKTy, JOJDKHA IMONajgaTh B
nuamna3oH  0ajyioB, OMpEACNEHHBIX JJIA  KaXJIOro paszjiena KOMIETCHIIHNH,
0003HAaYEHHBIX B TPEOOBAHMIX U yKa3aHHBIX B Tabiuiie No2.

Tabruya No2

Martpuua nepecyera Tpe0OBaHUIT KOMIIETEHIMM B KPUTEPHH OLICHKH

14. CIIEHUPOUKALINUA OHEHKN KOMIIETEHIIUA
Ouenka KonkypcHOro 3amaHus OyJeT OCHOBBIBATBCS Ha KpPUTEPUSX,
yKa3aHHbIX B Tabmaune Ne3:
Tabauya Ne3

O1eHKa KOHKYPCHOTO 3a/IaHUs

B coorBerctBun ¢ wucnonszyembiMu OC u  CereBbIM
000pyIOBaHHEM
B coorBerctBun ¢ wucnonezyembiMu OC un  CereBbIM
o0opyoBaHrEM

B cootrBerctBun ¢ wucnonsdyembiMu OC u CereBbiM
00opyI0BaHUEM
B cootrBerctBun ¢ wucnonsdyembiMu OC u CereBbiM
000py1I0BaHHEM
B cootrBerctBun ¢ wmcnonasdyeMbiMu OC u  CereBbIM




- | 06opynoBanHeM

1.5. KOHKYPCHOE 3AJIAHUE

OO6wias MpoaOKUTENBHOCT, KOHKypcHOro 3amanus’: 15 u.

KonnuecTBO KOHKYPCHBIX JHEW: 3 THS

Bne 3aBucumocTu OT KoauyecTBa Moayniei, K3 HOJKHO BKIIIOUATh OLIEHKY IO
KKJIOMY U3 pa3/iesioB TpeOOBaHUN KOMIIETCHIIUH.

OueHka 3HaHWKM YYacCTHMKA JOJDKHA IPOBOAUTHCA YEpPE3 IPAKTUUYECKOE
BbIoJIHEHUE KoHkypcHOro 3amanua. B gomosiHeHME MOTYT — yYMTBHIBATHCS
TpeboBaHusl paboTojaTeneil Il TPOBEPKH TEOPETHUUECKUX 3HAHUM / OLEHKH

KBIM(PHUKALNU.

1.5.1. Pa3pa6oTka/Bb100p KOHKYPCHOIO 3a1aHUS

KonkypcHoe 3amaHue cocTOUT U3 3 MOAyJel, BKIIOYAEeT 00A3aTENbHYIO K
BBITIOJTHEHUIO YacTh (MHBapUaHT) — 1 MOAYJb, U BapUaTUBHYIO 4acTh — 2 MOMIYJIS.
OO611ee KOIMYECTBO OAIOB KOHKYPCHOTO 3aaHus coctasiser 100.

OOsi3aTenbHass K BBIMOJHEHUIO 4YacTh (MHBApUAHT) BBIMIOIHSAETCS BCEMHU
pernoHaMu 0e3 UCKITIOUEHUS Ha BCEX YPOBHSIX YEMITHOHATOB.

KonuuectBo Mojyneil U3 BapuaTUBHOM 4YacTH, BBIOMPAETCS PETHMOHOM
CaMOCTOATENIBHO B 3aBHCHUMOCTH OT MAaTEPHAIBHBIX BO3MOXHOCTEH IUIOLIAIKU
COPEBHOBAaHMI U TMOTpPeOHOCTEH paboTojaTesieii pernoHa B COOTBETCTBYIOIIMX
crienuanucrax. B ciyyae ecnu HM OAMH M3 MOJyJeHd BAapUaTUBHOM YacTU He
MOAXOJMUT TOJ 3ampoc paboToAaTeNs] KOHKPETHOIO PErMoHa, TO BapHATHBHBIA (€)
MOAYJIb (M) QOPMHUPYETCS] PETMOHOM CAMOCTOSITEBHO TOJ 3ampoc paboToaaTers.
[Ipu 3TOM, BpeMsl Ha BBINOJHEHHE MOJYJIS (€i) U KOJIMYECTBO OalIOB B KPUTEPHUAX
OLICHKH IO aCleKTaM HE MEHSIOTCSI.

Tabauya Nod

MaTpuua KOHKYPCHOI0 3aJaHuUsl

1 .
VYxasvisaemcs cymmapnoe epems na evinonnenue ecex mooyneti K3 oonum konkypcanmonm.
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O0001meHHas
Tpynosas HopmaTuBHbIit
TpyoBas Mogyns | Koncranrta/Bapuatus | UJI | KO
byHKIUS nokymeHT/3YH
byHKIMSA
1 2 3 4 5 6 7

NHCTpyKLMS 110 3aNI0JTHEHUIO MaTpUIbl KOHKYpcHOro 3a1anus (Ilpusaoxkenne Ne 1)

1.5.2. Ctpykrypa MoayJieii KOHKYPCHOIO 3a1aHusl (HHBAPHUAHT/BAPUATHB)

Moayasb A. (Ayoum)

Bpems na evinonnenue mooyns

3aganusa:

Ha TCKYHIIECM YCMIITMOHATC MOAYJIb HC IIPUMCHACTCS

Moayas b.

(Hacmpoiika

mexnuuecKux

uuqbopmauuonno—xwmuynukauuonublx cucmeM)

Bpems na evinonnenue mooyna 4 vaca.

3aganus:

1. ba3oBas HacTpoiika ycTpoiicTB

a) HactpoliTe nMeHa yCTpONCTB COTJIACHO TOTIOJIOTHUH
a.

b. Hcnonesyiite ctpounsie OykBbl, Kpome ISP

u

Hcnonp3yiiTe monHoe 1oOMeHHOE UMs, kpome ISP

b) Hactpoiite agpecaliuio yCTpOMCTB COTIIACHO TOTIOJIOTHH

a. AJpec CeTH — COIIaCHO TOIMOJOTHH

b. Anpec nuro3a M0 YMOJTYaHUIO:

1. Ins RTR1 — mocnenuuii anpec cetn munyc 1

1i.
1ii.
1v.
V.

V1.

Hnst RTR2 — nocnegnuii aapec cetu MUHYC 2

Jns SRV1 — nepssiit agpec cetu mitoc 1

st SRV2 — nepBblit agpec cetu mitoc 2

Hnst CLI1 — gecsatelii agpec cetu

Hns CLI2 — nBaanatslii agpec cetu

1. Ins SRV1 — anpec mapuipytuzaropa RTR1

nPOZPAMMHBIX

cpeocme
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ii.  Jlna SRV2 — anpec mapmpytuzatopa RTR2
. [usa CLI1 — agpec mapmipytuzaropa RTR1
iv.  Jlna CLI2 — agpec mapmpyTtuszaropa RTR2

c. DNS-cydoukc — company.prof
1. Mcnionp3yiiTe B KauecTBe JOMEHA MTOUCKA

d. Anpec DNS-cepgepa:
1. JInsa RTR1 — anpec 77.88.8.8
it.  Jlna RTR2 — agpec 77.88.8.1
iii.  Jlna SRV1 — agpec mapmpyruzatopa RTR1
iv.  Jnsa SRV2 — anpec mapmpyTtuzaropa RTR2
v. s CLI1 — agpec mapmpytuzatopa RTR1
vi. s CLI2 — agpec mapmipytuzatopa RTR2

c) Ha Bcex ycrpoiictBax, kpome CLI1 u CLI2, co3naiite monb3oBatens sshuser ¢ mapoiem
P@sswOrd
a. Ilonmp3oBarenb sshuser 10KeH MMETh BO3MOXKHOCTB 3allycka yTHIMTHI sudo Oe3

JIOTIOJIHUTEIbHOM ayTeHTH(bHKaI.IHPI(6e3 BBOJA AaXKE CBOCTO Hapon;l).

2. Hacrpoiika ISP
a) Hactpolite anpecanuro Ha uHTEpdEiicax:
a. HHarepdeiic, MOOKITIOYEHHBIH K MarucTpalibHOMY TpOBaiepy, MOIydaeT aapec
no DHCP
b. Hutepdeiic, k kotopomy noakiaoded RTR1, umeer agpec 11.11.11.1/24
c. Hurepdeiic, k koropomy noakiroueH RTR2, umeet aapec 22.22.22.1/24
b) Hactpoiite DHCP cepsep:
a. Ilym INET1
i. Anpec cetn — 11.11.11.0/24
ii.  BwimaBaemsie ampeca— 11.11.11.100—11.11.11.200
iil.  Anpec uutro3a no ymonuanuto — 11.11.11.1
iv.  Anapec DNS-cepsepa— 11.11.11.1
b. Ilym INET2
1. Anpec cetu — 22.22.22.0/24
ii.  BeimaBaemsble ampeca —22.22.22.100 — 22.22.22.200
ill. Apmpec 1uIr03a Mo yMon4anuto — 22.22.22.1
iv. Anpec DNS-cepsepa — 22.22.22.1

c) Hactpoiite nepenanpasmistomuiit DNS cepep:
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a. Bce 3ampochl TODKHBI TiepechUiaThes Ha BHemHuUM DNS cepBep mo aapecy
8.8.8.8
b. DNS cepsep momken 0bTh nocTtymeH mo aapecy 11.11.11.1 ams RTR1
c. DNS cepsep gomxken ObITh f0ocTyneH no aapecy 22.22.22.1 anst RTR2
d) Hacrpoiite nuHaAMHYECKyl0 TpaHCHsmuioo ajapecoB ust cetw  11.11.11.0/24 wu
22.22.22.0/24
a. RTRI1 u RTR2 nomxHel uMeTh BoIXo B UHTEpHET
e) Hacrtpoiite Bo3aMoxxHOCTB ynanenHoro noakmouenus no SSH ¢ RTR1 u RTR2
a. Ilomp3oBatens s monkitoueHus sshuser ¢ maposiem P@sswOrd
b. Anpec s NOAKITIOYEHUS:
1. 11.11.11.1 ons RTR1
. 22.22.22.1 nns RTR2
f) Hactpoiite Bo3MoxHOCTH oTnpaBku W momydeHust ICMP 3anpocoB mexay RTRI1 u
RTR2 no BHemHUM agpecam

a. Otnpaska u nonyuenue ICMP 3anpocoB Ha ISP momkHa ObITH 3ampereHa

3. Hacrpoiika KOMMyTanu1
a) B xauecTBe KOMMyTaTOpa UCMOJIB3YHTE BUPTYaJIbHBIN KOMMyTaTop opennebula

b) YO6emutech, 4TO yCTPOMCTBA JOCTHIKUMEBI APYT JIpyra

4. Hacrpoiika 1MCKOBO# MOACHCTEMBI
a) Ha RTR1 nactpoiite RAID maccus
a. YpoBenb auckooro MmaccuBa RAID 1.
b. HcnonwayiiTe ums quckoBoro maccusa mdo.

HCHOJII:3y17[T€ ABa HCPAa3MCUCHHBIX KECTKUX AHUCKA.

o o

Ucnonszyiite 100% AUCKOBOTO MPOCTPAHCTBA
e. Hcnonp3yiite daitnoByro cucremy ext4.
f. HactpoiiTe aBTOMaTn4ecKkOe MOHTUPOBAHUE TUCKOBOIO MAacCHBA.
g. Touka monTHpOBaHus /opt/data.
b) Ha RTR2 ckondurypupyiite LVM
a. Vcnonb3yiiTe ABa HEpa3MEUEHHBIX KECTKUX JTUCKA.
b. Coznaiite rpymnmy norudeckux TomoB VG

Co3snaitre mornueckuii tom DATA

13
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Ucnonszyiite 100% AUCKOBOTO MPOCTPAHCTBA

e. Hcmonp3yiite daitnoByro cucremy ext4.
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f. HactpoiiTe aBTOMaTH4eCcKO€ MOHTHPOBAHUE TOMA

g. Touka moHTHpOBaHus /opt/data

S. YcranoBka M HacTpoiika cepBepa 0a3 JTaHHBIX
a) B kauectBe cepBepa 0a3 TaHHBIX UCTIONB3YHTEe MapmpyTH3atop RTR2
b) PaszBepuute cepep 0a3 nanubix Ha 6aze MariaDB
a. Ilonb3oBaTens root cepBepa 0a3 JaHHBIX TOJKEH UMETh napoib P@sswOird
b. Hacrpoiite BO3MOXHOCTb YAAJCHHOIO MOJKIIOYEHHUS K cepBepy 0a3 JaHHBIX
MOJIb30BaTeINIo root ¢ maposnem P@sswOrd ¢ mo0bix aapecos
c) PasBepHuTe nmporpamMmmHOe obecriedeHne Uisi BU3yadbHOTO yIpaBiIeHUEe 0a3aMu TaHHBIX
adminer

d) IIpoBepbTe KOPPEKTHOCTH BX0Aa B adminer monb3oBarens root ¢ napoiem P@sswOrd

6. HacTpoiika cucreMbl HEHTPAJIH30BAHHOI0 ’KYPHAJTHPOBAHUSA
a) B kauectBe cepBepa CHUCTEMbI IEHTPAIM30BAHHOTO >XYPHAJIUPOBAHUS HCIOIB3YHTE
RTR2
b) B kauecTBe cuCTEMBl LIEHTPATU30BAHHOTO >KypPHATUpOBaHUS HCIONb3yiTe Rsyslog
COBMECTHO ¢ BeO manensto LogAnalyzer
a. Hactpoiite Rsyslog
1. HactpoiiTe B3anMocBs3b cepBepa 0a3 qaHHbIX ¢ Rsyslog
B kadectBe cepBepa 6a3 maHHbIX ucnoiab3yiiTe MariaDB va RTR2
Wwms 6a3el nansbIx: Syslog
[Tonws3oBarens 6a3bl JaHHBIX: rsyslog

[Taposie monb30Batess 6a3bl JaHHBIX: rsyslogpwd

A

B 6a3y naHHBIX JOJDKHBI 3alMCBIBATHCS TOJNBKO COOOLIEHHSA 00
omunoKax u 6osee BaHbIE
ii. Hactpoiite Bo3M0oxHOCTB TipreMa coolmieHnit mo nporokoiam TCP u
UDP o nopry 514
b. VYcranosure LogAnalyzer
1. B kauecTBe BeO-cepBepa ucnoib3yite Apache
ii. @ainer LogAnalyzer  nomKkHBI — pacroiarateCsi B IalKe
/var/www/html/loganalyzer
1. YcranoBounsle ¢aiinel HaxoasTcs B addons final.iso

iii. HMcnomp3yiiTe 60a3y AaHHBIX, C KOTOPOil padoTraeT Rsyslog
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iv. Be6 manens LogAnalyzer pnomkHa OBITH JOCTYIIHA TIO aJpecy
http://<IP anpec RTR2>/loganalyzer
v. Jna apropwzanuu B BeO maHenu LogAnalyzer Heo6xonumo
MCIIONB30BaTh NoJb30BaTens admin ¢ maponem P@sswOrd
1. TpeGoBark, 4TOOBI MOIH30BATEIH BOIIEN B CHCTEMY
c) Hactpoiite nenTpanmm3oBanHblii coop xypHanoB ¢ xoctoB RTR1, SRV1, SRV2
a. YPOBEHb XypPHAIMPOBAHHUS — COOOIICHHS 00 ommOKax U 0oJiee BayKHbIE
b. RTRI1 ucnonszyet nporokon UDP
c. SRVI u SRV2 ucnonssyer nporokosn TCP

7. HacTpoiika cucTeMbl IEHTPAJIU30BAHHOT0 MOHMTOPUHTA
a) B kauecTBe cepBepa CUCTEMBI LIEHTPAIM30BAaHHOTO MOHUTOpUHTa ucnonb3yiite RTR1
b) B kadecTBe CHCTEMBI LEHTPAIM30BAHHOIO MOHHUTOPHHIA HCIIONb3YHTE COOpIIMKa
prometheus u Bu3yanuzarop grafana
c) Cucrema LEHTPaJIM30BAaHHOIO MOHMTOpPHUHIra JOJKHA OBITh JIOCTYNHA IO aJpecy
http://<IP agpec RTR1>:3000
a. AJIMHMHHCTPATOPOM CHCTEMBl MOHUTOPUHTA JIOJDKEH OBITh MOJIh30BaTeNb admin ¢
naposiem P@sswOrd
b. YacoBoii mosic Mo yMOI4aHHIO A0KeH ObITh Europe/Moscow
c. Paspemmnte caMoCTOATENBHYIO PETUCTPALIMIO HOBBIX M10JIB30BATEIEH
d) Hactpoiite y3en cuctembl LEHTPAIM30BAaHHOTO MOHUTOPHHIA, B KadecTBE COOpPIIUKA
ucrnonb3yite prometheus node exporter
a. B xauectBe y310B cetn nucnosb3dyite ycrpoiictBa RTR2, SRV1, SRV2
b. VM y3ma ceTu JOJKHO COOTBETCTBOBATh MMEHHU YCTPOMCTBA
c. Hcmonp3yiite mambopa, B koTopoM OyneT BuaHa 3arpyska LI, ucnons3oBanue
OIl, nuckoBOl MOACHCTEMBI BCEX NEPEUYHCIEHHBIX YCTpoHCTB. OcTaibHBIE
IapaMeTpsl MOHUTOPHHTA 110 JKEJIaHUI0
8. Hacrpoiika SSH Ha ynpasJisieMbIX cepBepax
a) B kaudecTBe yrnpaBisieMbIX CEPBEPOB UCIOJIb3YyHTE BCE YCTPOMCTBA, KPOME KIHMEHTOB
a. Jloctyn pa3perieH ToJIbKO MoJb30BaTeNto sshuser.
b. Jloctyn nonbp3oBarento root 3anpelieH B IBHOM BUIE
c. JlocTyn 1o napoJio 3anpelleH
b) Ha CLI1 B karanore /opt/keys crenepupyiite napy Kito4yei ¢ UMEHEM ans.priv u ans.pub

CxonupyiTe myOIUYHBINA KITFOY Ha YCTPOUCTBA
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c) Hactpoiite monkmouenne mo SSH st monb3oBarens sshuser mo cOOTBETCTBYIOIEMY

KITIOYY.

BHUMAHMHUE!!!

IHocsie okOHYaHUA HACTPOKM MoayJs b,

HEOBXO/IUMO caenat SNAPSHOT Ha Bcex ycTpoiicTBax, KpoMme

ISP u KJIHEeHTOB

BHUMAHHE!!!

Monyas B. (Aémomamu3zayu:t)
Bpems na svinonnenue mooynsa 4 waca

3aganus:

6. Hacrpoiika y31a ynpasJjenust Ansible
a) Hactpoiite y3en ynpasnenus nHa 6aze CLI1
a. Bawm nmoctynna moxymenTanus Ha caite https://docs.ansible.com/
b) Cdopmupyiite HHBEHTaph:
a. B karanore /opt/ansible co3naiite Qaiin nuBeHTaps ¢ UMeHeM hosts
i. HactpotiiTe 3ammyck JaHHOTO HHBEHTAPSI 10 YMOTYAHHIO
b. CdopmupyiiTe Tpynmbl cEpBEPOB
i. RTR1 — Bxirowaercs mapuipytuszarop RTR1
ii. RTR2 — Bkmowaercs mapupytuzatop RTR2
iil.  Router — Bximouatores rpynmnsl cepsepoB RTR1 u RTR2
iv. SRV — Bkmouaercst cepsep SRV 1
v.  SRV2 — Bkmouaercs cepsep SRV2
vi.  Server — Bkimtogarorcs rpymimsl cepsepoB SRV u SRV2
c. PeammsyiiTe noctyn k cepBepam ¢ yuetoMm HacTpoek SSH
1. [logkmrodeHne oCymecTBISIETCS TI0 MOJIB30BaTENIO Sshuser

ii.  IlomkmroueHHe OCYIIECTBISETCA MO KIIIOUY
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iii. IIpoBepka wmoueil mnpu mnoxxmoueHnn no SSH momxHa OBITH
OTKITIOYEHA
iv. Jng  WCKIIOYCHHS — TPEAYNPEKICHUH  YKOKUTE  KOPPEKTHBIH
uHTeprperarop Python
v. Bce mapameTpsl JOIKHBI OBITh pa3MeNIeHbl B MamKe group vars B
Ka4ecTBE TIEPEMEHHBIX
vi. BBIOTHUTE TECTOBBIC MOJAKIIOYCHUS, T00aBbTE XOCTHI B CIIMCOK
U3BECTHBIX.
d. BrmonHHTE TECTOBYIO KOMaHAY “ping” cpeacTBamu ansible
1. YOenurecs, 4TO BCe cepBepa OTBEHAlOT “‘pong” 6e3 mpemayInpeskIaroinx
COOOIIIEHNI
1. YOemurech, U4TO KOMAaHAbLI ansible BEBIMOIHSIOTCA OT ITOJIb30BATENS
user 6e3 ucroib3oBanus sudo
c) Coznaiite CTPYKTYpy KaTajioroB
a. B xaranore /opt/ansible coznaiite manky project 1
1. B manke project 1 co3naiite daiin playbook 1.yml
ii. B mamke project 1 cosnmaiite daiin playbook 2.yml
b. B karanore /opt/ansible co3naiite nanky project 2
1. B mamnke project 2 co3maiite ¢aiin playbook 1.yml
c. B xaranore /opt/ansible co3naiitTe manky project 3
i. B mamnike project 3 co3maiite ¢aiin playbook 1.yml
ii. B manke project 3 co3maiite ¢aiin playbook 2.yml
d. B xaranore /opt/ansible co3naiite manky project 4
1. B manke project 4 co3naiite daiin playbook 1.yml
ii. B mamke project 4 cosnaiite daiin playbook 2.yml
e. B karamore /opt/ansible co3znaiite manky project 5
1. B mamnke project 5 co3maiite ¢aiin playbook 1.yml

ii. B mamke project 5 coznaiite ¢aiin playbook 2.yml

7. HacTpoiika IMHAMHYECKO TPAHCJISLUMN AIPecOoB
a) HacrtpoliTe nuHaMHUYECKylO0 TpaHCISLUIO aapecoB cpeacTtBamMu Ansible ans rpynmbsl
cepBepoB RTR1
a. B kauectBe ruieitbyka ucnonssyiite (aitn playbook 1.yml B kaTanore project 1
b. IlneiiOyk HOMKEH cojepXaTh JCWCTBHS TIO0 HACTPOHKE JUHAMUYECKOU

TPaHCISIUIO aPECOB
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i.  HWcnons3yiite firewalld
1. Jlyns BHemHero uHTEp(deiica ucnonp3yiTe 30Hy external
iii. ObecrieubTe aBTOMAaTHYECKOE BOCCTAHOBIIGHHWE TMPaBWJI  TOCHE
nepe3arpy3Kku
iv. Ucnonp3oBanune mnaruHa shell 1 command HE nomyckaercs
a. Hcnonp3oBaHue 3alpenieHHbBIX IIArMHOB OOHYJIUT BECh IyHKT TPH
poBepKe
b) Hacrpoiite nuHaMUYecKylO TpaHCISLUIO aApecoB cpeiacTBaMu Ansible ams rpymnmsi
cepBepoB RTR2
c. B kauectBe mieitOyka ucnomns3yiite aiin playbook 2.yml B karanore project 1
d. IIneiiOyk JmoJDKEeH cojep)karh JEHCTBHS TI0 HACTPOWKE JTWHAMHUYECKOU
TPAHCTSIUIO AAPECOB
i. Hcnons3yiite iptables
il. OOecneybTe aBTOMAaTUYECKOE BOCCTAHOBJIICHWE TMPaBUJ  TOCTE
nepes3arpys3Ku
iii. Mcnonp3oBanue mnaruna shell m command HE nomyckaercs
a. Mcnonp3oBaHue 3anpenieHHbIX IJIArHHOB OOHYJIUT BECh IMyHKT MPU

MPOBEpKE

8. Hacrpoiika nepenanpasisiromero DNS
a) Hacrtpoiite nepenampasmstonmii DNS cpeactBamu Ansible mast rpynmsl cepBepoB
Router
a. B xauectBe mieitOyka ucnomnssyiite daiin playbook 1.yml B karanore project 2
b. IlneitOyk nODKEH colepKaTh JACHCTBHS IO HACTPOMKE MepeHanpaBIIsIOLIEro
DNS
1.  Hcmonp3yiite bind9
ii. IlpocmymmBaercs Toapko azapec 127.0.0.1 w azmpec BHYTPEHHETO
uHTepdeiica
iii. Bce 3ampocsl JOMKHBI TIepechuiaThes BHeITHEMY DNS-cepBepy
a. Jnsa RTRI1 na 77.88.8.8
b. Jlus RTR2 na 77.88.8.1
iv. CepBep JOKEH TOJIBKO MEepeHanpaBATh BCE 3aIPOCHl U HE MBITAThCA
pa3pennTh UX CaMOCTOSATENILHO

v. HWcnonws3zoBanue minaruna shell u command HE nonyckaercs
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a. Mcnonp3oBaHue 3anpenieHHbIX IJIArHHOB OOHYJIUT BECh IMyHKT MPU
MIPOBEpPKE
c. IlneitOyk nomwkeH coaepikaTh ISHCTBUS IO MepeHacTpoiike aapeca DNS-cepsepa
Ha MapuipyTtu3aTopax Ha 127.0.0.1
i.  Hcnonw3oBanune muaruHa shell 1 command HE nomyckaercs
a. Hcnonp3oBaHue 3alpenieHHbBIX IIArMHOB OOHYJIUT BECh IyHKT TPH

poBepKe

9. Hacrpoiika npoToKo/ia JMHAMHYeCKOi KOH(PUIYpPALlUH XOCTOB
a) HactpoiiTe mpoToKoN TUHAMHUYECKON KOH(HUrypamuu XOCToB cpeacTtBamMu Ansible mms
rpymisl cepsepoB RTR1
a. B xauectBe mieiiOyka ucnomnn3yiite daiin playbook 1.yml B karanore project 3
b. IlneitOyx JomwKeH coaepkaTh JCWCTBUS 1O  HACTPOWKE  MPOTOKOJa
JTUHAMUYECKOH KOH(PUTYpAIIH XOCTOB
i. AJpec ceTH — COTJIaCHO TOTIOJIOTHH
il. Anpec nuto3a 1o yMmoiauaHuio — ajgpec Mapipyrtuzatopa RTR1
iii. DNS-cy¢¢uke — company.prof
iv. Anpec DNS-cepBepa — anpec mapmpytuzaropa RTR1
v. Anpec NTP-cepsepa — anpec mapupytuzaropa RTR1
vi. BelgaBaemsle aapeca:
a. IlepssIil anpec — nepBbId aApec CETHU IUIOC S
b. Tocnmemnmii anpec — oOIIee KOJIMYECTBO aapecoB B CETH
pa3zaeneHHoe Ha 2
vii. Ucmons3oBanue mnaruHa shell u command HE nomyckaercs
a. Mcnonp3oBaHue 3alpenieHHbIX MJIariHOB OOHYJIUT BECh IMyHKT MPHU
IpoBepKe
b) Hactpoiite npoTokon AMHAMUYECKON KOH(UTypaluu XOCTOB cpeacTBamu Ansible mms
rpynmnbl ceppepoB RTR2
a. B kauectBe ruieitbyka ucnonesyiite ¢aitn playbook 2.yml B kaTanore project 3
b. IlneitOyxk momKeH coaepkaTh  JCWCTBUS 1O  HACTPOWKE  MPOTOKOJIA
JTMHAMUYECKOH KOH(QUTYpPAITH XOCTOB
1. AJpec ceTd — COrjIacHO TOMOJIOTUU
il. Anpec 1nuto3a 1o yMoia4aHHuio — ajipec Mapuipytuszatopa RTR2
iii. DNS-cydduke — company.prof
iv. Anpec DNS-cepBepa — aapec mapmpytuszaropa RTR2
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v. Anpec NTP-cepBepa — aapec mapmipytuzaropa RTR2
vi. BeimaBaemble aapeca:
a. IlepBelil anpec — oOliee KOITUYECTBO aJAPECOB B CETH PaA3ICICHHOE
Ha 2 mmoc 1
b. Tlocnemnwmii agpec — MOCICTHUN aIpec CeTH MUHYC 5
vil. Ucnonbs3zoBanue minaruna shell u command HE nonyckaercs
a. Vcnonb3oBaHHE 3allpelleHHBIX MJIarMHOB OOHYJIHUT BECh MyHKT MPHU
IIPOBEpKE
c) Ilepexondurypupyiite cereBbic HacTpoiiku Ha CLI2 i1 momydeHHsl CETeBBIX
napameTtpoB mo DHCP

a. IIpumenenue Ansible HE TpeGyetcs

10. HacTpoiika cepBepa BpeMeHH
a) Hactpoiite cepep BpemeHnu cpenctBamu Ansible ams rpynmsl cepBepoB Router
a. B kauectBe 1uieitbyka ucnonesyiite ¢aitn playbook 1.yml B xaTanore project 4
b. IlneiiOyk momxeH comep)kaTh JNEUCTBHS 1O YCTAaHOBKE M HACTPOUMKE CepBepa
BpPEMEHU
1. Hcnonw3yiite cepBep Bpemenu Ha 6a3e Chrony
ii. Hcnonw3yiite crpatym 4
1il. Mcnonb3yiiTe BHEUIHUM cepBep CUHXPOHU3AILMN BPEMEHU
a. ntp2.vniiftri.ru o RTR1
b. ntp3.vniiftri.ru s RTR2
iv. CepBep AOIyCKaeT CHHXPOHU3AIUIO BPEMEHH TOJIBKO /it cetd LAN.
v. Hcnons3yiite yacoBoii mosic Europe/Moscow
vi. Ucnonws3zoBanue miaruHa shell u command HE nomyckaercs
a. Vcnonp3oBaHue 3alpelieHHbIX MJIariHOB OOHYJIUT BECh IMyHKT MPHU

MpOBEpKE

11. Hacrpoiika NTP kiunenra
a) Hactpoiite NTP xiuenta cpenctBamu Ansible ast rpymmsl cepBepoB Server
a. B kauectBe 1uieitbyka ucnonesyiite ¢aitn playbook 2.yml B xaTtanore project 4
b. TIpoekT moymkeH comep:kaTh ASHCTBHS 1O yCTaHOBKE M HacTpolike NTP kimenra
1. HUcnons3zyiite NTP xnauent na 6a3e Chrony

ii. Hcnomnw3yiite yacoBoii nosic Europe/Moscow

20



iii. YcTpoiicTBa TOMKHBI CHHXPOHU3UPOBATH BPEMSI:
a. Ilepssrii cepeep RTR1
b. Bropoii cepsep RTR2

iv. Mcnonp3oBanue mnaruna shell m command HE nomyckaercs

a. lcnonb3oBaHME 3allpelIEHHBIX IJIATMHOB OOHYJIUT BECh IyHKT NPU

MPOBEpKE

12. Hactpoiika NFS cepBepa

a) Hacrtpoiite NFS cepBep cpenctBamu Ansible mist rpymimsl MapipyTu3aTopoB Router
a. B kauectBe muieitbyka ucnonesyiite (aiin playbook 1.yml B kaTanore project 5
b. Ilneibyk gomxeH comepxkarh aercTBus mo Hactpoiike NFS cepsepa
1. Hacrpoiite o0mmii 1ocTym k nupekropuu /opt/data

il. OOuwmit JoCTyN NOJKEH OBITH 0OECTIeYeH Ui UTEHUS U 3aHCH TOJIBKO

JUISL yCTPOMCTB JIOKAJbHOW CETH

13. Hacrpoiika NFS kiuenra

a) Hactpoiite NFS kimuenra cpeacrsamu Ansible uist rpyrmimsl cepBepoB Server
a. B kauectBe mieitbyka ucnomns3yiire daiin playbook 2.yml B karanore project 5
b. TlneitOyk moimkeH coaepxaTh AeHCTBUs 10 HacTpoiike NFS kimnenTa
i. Ha SRV1 nacrpoiite aBromatnueckoe noakitouenue NFS karanora
1. HWcnonp3yiiTe TOKaIBbHYIO TOYKY MOHTHPOBaHMs /mnt/data
2. MUcnonwzyiite oburyro manky Ha RTR1
ii. Ha SRV2 nactpoiite aBToMatuueckoe noakmtoueHue NFS kartanora
1. HWcnonp3yiiTe TOKaIbHYIO TOUYKY MOHTHpOBaHMs /mnt/data

2. HWcnons3yiite oburyto nanky Ha RTR2
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BHUMAHUE!!!
IlocJie OKOHYAHMS HACTPONKM IMMYHKTOB, CBA3aHHBIX ¢ MoAyJieM B,
HEOBXOJINMO cOpocuth BCce yCTPOICTBA, HCIOJIb3YSl MMEIOLIUICS

SNAPSHOT
BHUMAHUE!!!

Mopyas I'. (Obecneuenue omkazoycmoiiuugocmu)
Bpems na svinonnenue mooynsa 4 waca

3aganus:

14. HacTpoiika 0TKa30yCTOMYMBOCTH THHAMUYECKON TPAHCJISIIMU AJIPECOB
a) I'pymma cepsepoB VRRP BkirouaeT B cebst MapmpyTtuzatopsl RTR1 1 RTR2

b) Cosnaiite rpynmy cepBepoB Keepalived co crieayronmu napameTpamu:

a. HMwms rpynner — NAT

b. Hepapxus rpynmsl - RTR1 -> RTR2

c. Wnentudukarop rpynmst — 69

d. IIpumopurer - 110 u 100 cooTBEeTCTBEHHO

€. BupryanbHbIil agpec rpynnsl - OCIEIHUN apec ceTn
f. WuTepBan pacceuiku cooOmmeHuit - 1 cexynaa

g. Bpewms, mocme koroporo cepBep ¢ 0OoJjiee BBICOKUM NPUOPUTETOM 3a0eper
obpatHo cebe postb MacTepa — 30 ceKyH
c) OOGecneypTe aBTO3aMyCK KOHPUTYPAITUH
d) Ilepexondurypupyiire cereBsie HacTpoiiku SRV1 m SRV2 ¢ yderoM HacTpoek

OTKa30yCTOWYMBOCTH AUHAMHYECKON TPAHCISALIMU aJpECOB
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15. Hactpoiika oTKa30ycTOHYNBOCTH NepeHanpasJsiomero DNS

a) I'pymma cepsepoB VRRP BiirouaeT B ceOst Mapmipytuzatopsl RTR1 u RTR2

b)

Coznaiite rpynmy cepepoB Keepalived co cneayronmmu mapameTpamu:
a. Wwms rpymmer — DNS
b. Hepapxwus rpynmsr - RTR1 -> RTR2
c. Unentudukarop rpynnst — 53
d. IIpuoputet - 110 u 100 cooTBEeTCTBEHHO
e. BuptyanbHslil agpec rpynisl - HOCIEIHUN apec CETH

f. HHaTtepBan pacchliku coobmeHuit - 1 cekyHma

g. Bpewms, mocne kortoporo cepsep ¢ 0ojee BBICOKMM IPUOPUTETOM 3abeper

obpatHo cebe poib Mactepa — 30 ceKyHT

ObecneubTe aBTO3aIyCK KOH(PUTYpauu

Buecute wu3MeHeHuss B HacTpoiiku mnepeHampasisoomux DNS ¢ yderom paboTbl

keepalived

. HacTpoiika 0TKa30yCcTOHYHUBOCTH cepBepa BpeMeHH

I'pynina cepsepoB VRRP Bxmouaer B ceds mapuipytuzatopsl RTR1 u RTR2
Cosnaiire rpynmy cepBepos Keepalived co cinenyrommmu napameTpamu:

a. HWwma rpynnsr — NTP

b. Hepapxus rpynmsr — RTR1 -> RTR2

c. Unentucdukarop rpynms — 123

d. IIpuoputer - 110 u 100 cooTBETCTBEHHO

e. BupryanbHsIil agpec rpynnsl - MOCIEIHUN aIpec CeTn

f. HHTepBan pacchbulKM cOOOLICHUH - 1 cekyHaa

g. Bpewms, mocine koToporo cepBep ¢ 0oiee BBICOKMM MPUOPUTETOM 3abeper

obpatHo cebe posib MacTepa — 30 cexyH

ObecrnieubTe aBTO3AMyCK KOHGUTYpaLUU

. Hacrpoiika 0anancupoBku u orkazoycroiiuuBoctu DHCP cepBepa

Hcnonb3yiiTe BHyTpEHHUE CEPBUCHI ISl YIIPABICHUS KOJIJICKTUBHOM pabOTOM CITy» ObI

DHCPD (failover)

Ucnons3yiite cnenytouue poiau ans DHCP cepsepos:
a. RTRI — primary
b. RTR2 - secondary
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c) MHcnons3yiite crneayrornyio koHdurypanuio B3aunmoeiicteus DHCP cepsepos
TaiimayT, MO UCTEUEHUN KOTOPOTO CEPBEP CUUTACTCS HE pabounm - 60 ceKyH]I
b. KommuecTBO 3ampocoB, KOTOPbIE MOTYT OBITH OTHpAaBIEHBI 03 0053aTeIHHOTO
noaTeepxkaeHus — 10
c. Bpemsa, B teuenue koroporo DHCP cepBep Oyaer >kaaTh BOCCTaHOBJICHHS
KaHaJja cBs3u ¢ mapTHEpoM — 3600 cexyHn
d. Hnnekc pasznenenus padotsl mexxay DHCP cepepamu — 128
e. Bpewms, no ucredueHnn KOTOpoOro mpekpamiaercs pabora 0aJaHCUPOBKU U CEPBEP
OTBEYAET CAMOCTOSITEIBHO - 3 CEKyH/IbI
d) Ilepexkoudurypupyiire DHCP cepBepa mas  paborer  failover ¢ yderom
otkazoyctoriunBocTd NAT, DNS, NTP u FreelPA
a. Wwms nmupa — DHCP
b. BrimaBaemele anpeca:
i. [lepBblii agpec — nepBbIi aApec CETH ILUIIOC 5
ii.[Tocnennmii anpec — MOCIETHUMA aIpec CETH MUHYC 5
c. Anpec NTP-cepsepa — anpeca nomennnix NTP cepepoB
e) Ilepexondurypupyiire ceressie HacTpoiiku Ha CLI1 u CLI2 mist monmy4eHus: CeTeBbIX
napameTtpoB o DHCP
a. IIposepbte paborocnocoonocTs DHCP failover Ha knueHTax
f) Kuwmentsr CLI1 u CLI2 momxubl monyuaTh mapametpbl NTP cepsepa mo DHCP
a. Hcmonp3yiite NTP xiuent Ha 6a3e Chrony

b. Hcnonwsyiite yacoBoit nosic Europe/Moscow

18. HacTpoiika 0TKa30yCcTOWYMBON CHCTeMbl HEHTPAJU30BAHHOIO YNpaBJIEHUS
aBTOpU3anMeill MoJb3oBaTeei
a) PasBepHHTE cHcTeMy LEHTPaJIN30BAHHOTO YIPABJIECHUS aBTOpU3aLUeil Moyib30BaTee
a. PasBepnurte nomen Ha 6aze FreelPA
1. OcHoBHOI1 cepsep - SRV
ii.  JlomomuuTensHBIN cepBep (peminka) - SRV2
b. HWwms gomena - company.prof
c. DNS cepsep - unrerpupoBanssiii ¢ [IPA
1. 3ampocel, KOTOpBIE BBIXOIAT 32 pPAMKH 30HBI, IEPECHUIAIOTCS Ha
BUPTYaJIbHBIN asipec nepenanpasssitomero DNS-cepsepa
ii.  OOGpaTHast 30Ha - COrJIaCHO TOIOJIOTHU

iii. Bce ycTpoiicTBa ceT JOKHBI OBITH TOCTYIIHBI [0 UMEHH
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d. CA cepsep - unTerpupoBansslii ¢ [IPA
1. KitneHThl TOMEHa AOKHBI 1OBEPSITh LIEHTPY cepTUUKALINU

e. NTP cepBep - unrerpupoBanHubiii ¢ [IPA
1. NTP cepBep IODKEH CHHXPOHU3UPOBATH BpPEMsl C OTKa30yCTOHYMBBHIM

CEpBEPOM BpEMEHU
f. Tlapons agmuHUCTpaTOpa foMeHa - P@sswOrd
b) Hacrpoiite cucreMy LieHTpaJIM30BaHHOTO YIPaBJIEHUs aBTOpHU3aLMel MoIb30BaTenei
Co3snaiite nmonp3oBarteneii userl, user2 u mon ¢ napoigem P@sswOrd,

a
b. Tlomb3oBateneii userl, user2 BKIrOUNTE B rpyminy prof

1

[Tonb30Barenss mon BKJIOUUTE B Tpymniy admins

e

Cozpnaiite nmpaBuio admin_sudo, pasperaroniee rpymnmne nojas3oBaTeneir admins
UCTOJIb30BaTh sudo Ha BceX KOMIbIOTEpax B JOMEHE 0e3 OrpaHUYEeHHUS.
e. OOecrieubTe JOMEHHOMY IOJIB30BaTEN0 admin, TOCIe YCIIEUTHON aBTOpHU3aLUU
Ha KJIMEHTax, BO3MOKHOCTb 3aX0oAuTh B uHTepdeiic FreeIPA 0e3 ucnonb3zoBanus
naposst. g ayrentudukanuy v aBTopusanuu ucnoisiyiite Kerberos.
1. Ucnonb3yiite AAuaexc opaysep
c) Kuuentos CLI1 u CLI2 BBeaute B nomen FreelPA
d) Hacrtpoiite mnoakimoyeHHe K CHUCTEME  ILIEHTPAJU30BAaHHOTO MOHHUTOPHHIa C
ucnonb3zoBanueM FreelPA
a. Hcnons3yiite aznpec CHUCTEMBI LEHTPaJIN30BaHHOIO MOHUTOpPUHTA
http://mon.company.prof:3000
b. Hcnonssyiite LDAP B kauecTBe ayTeHTU(PUKALIMIO 10 YMOIYaHHUIO
1. B HacTpoiikax LDAP ykaxkute BCce MMEIONINECS CEPBEPHI
c. Hcnonp3yiite JOMEHHOIO MOJIB30BATENS MON
i. 'pynma — grafana_admin

il.  Twuno moxe3oBarens — admin

2. CHIEIUAJBHBIE ITPABUJIA KOMIIETEHIIUNA®

l. YyacTHMKaM ©IpyM BBIIIOJHEHUM BCEX MOIYJIEHM MOXHO HCIOJIb30BaTh
MHTEPHET-PECYPCHI, 32 UCKIIFOUYEHHUEM:
— Cucrem KOHTpOJIS BEpCUid

2
Vkazviearomes ocobennocmu KomMnemeHyuu, Komopble OMHOCIAMCA KO 6CeM 603pACMHbIM KAMe2OPpUAM U YeMNUOHAMHbIM
JUHeUKam 6e3 UCKNI0YeHUs..
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— OO6uieHus MOCPEACTBOM bopyMOB/MeECCEHIKEPOB/MHBIX CpPEACTB
KOMMYHUKAIINH — BUJICOXOCTUHTOB
2. YYacTHUKHM MMCIOT MPAaBO 3aJaBaTh yTOUYHSIOIINE BOIMPOCH 3KCIEPTaM

(kpoMe »dKcmepTa HAacTaBHMKA) W BIPaBe INOJYYHTh OTBET, €CJIM BOINPOC HE

MMpcaIoaracTt moJIydCHuA I/IH(i)OpMaLII/II/I 0 pcain3anu KOHKpGTHOﬁ TCXHOJIOTHH

2.1. JIn4HBIA HHCTPYMEHT KOHKYPCAHTA

HyneBoii - HEnb3s HUYEro NMPUBO3UTh.

2.2. MarepuaJjibl, 000py10BaHNE U HHCTPYMEHTbI, 3aNipelliecHHbIE HA
V10T A/IKE

MoOunbsHbIE YCTpPOWCTBa, YCTpoiicTBa (OTO-BUIEO (PUKCAIMH, HOCUTEIH
uHbOpMaIuu.

3. TIPUJIIOKEHU A

[Tpunoxenue Nel MHCTpyKIUA 1O 3aNIOJIHEHUIO MATPULIBI KOHKYPCHOTO 3a/1aHUS
[Tpunoxenune No2 Matpuiia KOHKYpPCHOTO 3aJIaHUs

[Tpunoxenue Ne3 Kpurepuu onieHKH

[Ipunoxenue Ned MHCTpyKIMs MO oXpaHe TpyAa U TEXHUKE OE30MacHOCTH 10
KoMmneTeHIMA «CeTeBOe U CUCTEMHOE AJIMUHUCTPUPOBAHUEY.

ITpunoxenune NoS UepTexru, TEXHOIOTHUECKHE KAPThI, AITOPUTMBI, CXEMBI H T.JI.
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